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Abstract

This study describes how Saudi government enfities are impersonated through web domains and how such
impersonation is used for phishing and for forging official documents. Using a descriptive-analytical design, it draws on
passive monitoring of Certificate Transparency logs covering about 4.7 billion domain names between 20 September and
9 November 2026, followed by analyst review of suspicious domains. Results show an organised infrastructure of fake
verification portals linked to the QR codes on forged documents; 17 sites impersonating entities such as Balady, Qiwa
and the Saudi Business Center were classified as forgery portals. The records of another site impersonating Balady
showed 247 forged health certificates issued in 37 days, 91% of them for food-establishment workers, atfributed to 15
municipalities (@amanas). Sites impersonating government services accounted for 81% (121) of the 150 confirmed sites,
and 26% (24 of 91) of confirmed domains with a known registration date were over a year old when detected. The study
discusses how generative Al lowers the cost of document forgery and site cloning, and recommends moving verification
away from links encoded in QR codes to issuers’ official apps that check digitally signed QR data, or to verification after
signing in through Nafath, Saudi Arabia's national single sign-on.
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